
Comprehensive Checklist to
Evaluate IT Support Service



Service Level Agreements (SLAs)

Does the provider offer a detailed SLA that outlines response times, resolution
times, and availability guarantees?
Do the SLAs align with the company's needs and expectations?

Service delivery models

Does the provider offer on-site support or remote support, or a combination of
both?
What is the process for requesting support, and how quickly can the provider
respond to requests?

Service quality

Has the provider won any awards or recognitions for service quality or
customer satisfaction?
What metrics does the provider use to measure service quality, and how are
these metrics reported to the company?

Service offerings

What types of services does the provider offer, and do these align with the
company's specific IT needs?
Does the provider offer any specialized services or expertise that could benefit
the company?

Cost and value

What is the total cost of the provider's services, and how does this compare to
other providers in the market?
What is the provider's pricing model, and does this align with the company's
budget and financial goals?
What is the overall value that the provider can offer to the company, taking into
account both cost and quality factors?



Scalability

Can the provider scale its services to meet the company's evolving needs as it
grows?
What are the costs associated with scaling up or down?

Flexibility

Does the provider offer flexible pricing models that align with the company's
budget and needs?
Are there different levels of support available?

Security

Does the provider have robust security protocols in place to protect the
company's data and systems from cyber threats?
Can the provider demonstrate its security measures and provide
recommendations for improving the company's overall security posture?

Proactive monitoring and maintenance

Does the provider offer proactive monitoring and maintenance services to
help prevent issues before they occur?
How frequently will the provider perform maintenance tasks?

Technical expertise

Does the provider have technical expertise in the specific systems and
technologies used by the company?
Are the provider's technicians certified in relevant technologies?



Infrastructure and network monitoring

Does the provider have the tools and expertise to monitor the company's
infrastructure and network for potential issues or vulnerabilities?
What types of alerts or notifications does the provider offer, and how are these
delivered to the company's IT team?
How frequently will the provider review and analyze the monitoring data to
identify potential issues or areas for improvement?

Backup and disaster recovery

Does the provider offer backup and disaster recovery services to protect the
company's data and systems in the event of an outage or other disruptive
event?
What types of backup solutions does the provider offer, and how frequently
are backups performed?
What is the provider's process for restoring data and systems in the event of
an outage or disaster?

Cybersecurity

Does the provider offer cybersecurity services to help protect the company's
data and systems from cyber threats?
What types of cybersecurity solutions does the provider offer, such as
firewalls, antivirus software, intrusion detection and prevention systems, and
threat intelligence?
Does the provider conduct regular security assessments and audits to identify
potential vulnerabilities and recommend improvements?

Cloud services

Does the provider offer cloud services, such as infrastructure as a service
(IaaS), platform as a service (PaaS), or software as a service (SaaS)?
What cloud platforms does the provider support, such as AWS, Azure, or
Google Cloud Platform?
Does the provider have expertise in migrating applications and data to the
cloud, and can they offer guidance on cloud adoption and management?



Mobile device management

Does the provider offer mobile device management (MDM) services to help
secure and manage the company's mobile devices?
What types of MDM solutions does the provider offer, such as mobile device
encryption, remote wipe, or application control?
Does the provider have experience with managing a variety of mobile device
types and operating systems, such as iOS and Android?

Customer support

Does the provider offer reliable and responsive customer support?
Is customer support available 24/7, or are there limited hours of availability?

Communication

Does the provider communicate clearly and effectively with the company's IT
team and other stakeholders?
How frequently will the provider provide updates on the status of support
tickets and projects?

Reputation and references

What is the provider's reputation in the industry?
Can the provider provide references from other clients in the MSB sector?

By evaluating IT support service providers based on the criteria above, MSB
companies can make informed decisions about which provider is the best fit for their
needs and budget.


